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General Context (1/4): Fake News

We live in a world with fake news being put out there. You don't really know what to 
trust, and it's a real danger to society. 

- Austin Aries
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Source: https://www.denverpost.com/2016/11/21/cartoons-of-the-day-fake-news/



General Context (2/4): An Old Problem
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Source: https://www.cits.ucsb.edu/fake-news/brief-history

The Great Moon Hoax by the tabloid The Sun from 1835.



General Context (3/4):
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The information 
Age

Social Media

Echo Chambers

Bots and Trolls

But conditions have changed….



General Context (4/4):
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of Americans have 
accidentally shared 

fake news

of all Internet 
information can 

be fake

of US adults have 
consumed fake news

say they’ve shared a 
story they later 

realized was fake

Statistics from :  https://techjury.net/blog/fake-news-statistics/

Don't Believe Everything You Read

https://techjury.net/blog/fake-news-statistics/
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Related Work(1/6): Widespread Adoption of Transformers 

2023-08-21 8Figure 1: Number of papers retrieved from Google Scholar.



Related Work(2/6): What Makes Transformers So Powerful?
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Figure 2: The Basic Architecture 
(Vaswani et al., 2022). 

● Understand the relationship between sequential 
elements that are far from each other.

● Way more accurate.

● Equal attention to all the elements in the 

sequence.

● ………



Related Work(3/6): Diverse Adopted Approaches
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Pre-trained transformers (Hande et al., 2021; Mehta et al., 
2021; Blackledge and Atapour-Abarghouei, 2021).

Adapted transformers (Rai et al., 2022; Aggarwal et al., 2020).

Domain-specific transformers  (Vijjali et al., 2020; Gundapu 
and  Mamidi, 2021). 



Related Work(4/6): Trade-off Between Robustness and Accuracy
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● Transformers have shown remarkable accuracy in identifying fake news.

● Choosing accuracy over robustness might miss tricky fake news, and 

concentrating too much on robustness could reduce overall accuracy.

● Achieving an optimal equilibrium between robustness and accuracy 

ensures effective fake news detection and contributes to the fight against 

misinformation.



Related Work(5/6): Adversarial Attacks
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Source: https://www.analyticsvidhya.com/blog/2022/09/machine-learning-
adversarial-attacks-and-defense/

● Any attempt to fool a deep learning model with a deceptive input.

● First seminal work : “Intriguing properties of neural networks” by 
(Szegedy et al. 2013).

● Especially reaserched in image recognition, but can also be 
applied to audio, text or tabular data.

● Less focus on textual data (Koenders et al., 2021).



Related Work(6/6): Why should we care about Robustness ?
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● When building models, we mostly focus on classification 
effectiveness / minimizing the error.

● Little work on model security and robustness.

● Some of these attacks are 100% effective in fooling normal 
neural networks.

● E.g : The classification accuracy of GoogLeNet on MNIST 
under adversarial attacks drops from 98% to 18% (for 
ProjGrad attack) or 1% (DeepFool attack).
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Methodology (1/8): Contributions

Assessing various cutting-edge transformer models to evaluate 
the impact of various designs on the same dataset.

Assessing their performance and effectiveness in detecting fake 
news in different languages.

Exploring the robustness of these transformer models by 
implementing adversarial attacks.

Developing an interactive interface that allows us to visualize 
and explore our experimental results.
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Methodology (2/8): End-to-End Architecture

Figure 2: System Architecture.
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Methodology (3/8): Models Architectures

3

2

1

RoBERTa (A Robustly Optimized BERT Pretraining Approach) 

• An optimized version of BERT with modified pre-training techniques. 
• Achieves state-of-the-art performance on various NLP tasks.

BERT (Bidirectional Encoder Representations from Transformers)

• Pre-trained by masking words in a sentence to understand context. 
• Introduced attention mechanism for contextual word embeddings. 

DistilBERT (Distill + BERT) 

• A distilled version of BERT with reduced parameters. 
• Maintains similar performance while being more resource-efficient. 
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Methodology (4/8): Models Architectures
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4

GPT-2 
• Developed by OpenAI in February 2019.
• It has the capability to translate text, answer questions, summarize 

passages, and generate text.

XLNet
• Utilizes generalized autoregressive techniques to enable bidirectional 

context learning.
• Demonstrated superior performance over BERT in various tasks, 

including question answering,, sentiment analysis, … .

GPT-J
• Developed by EleutherAI.
• Comparable performance to OpenAI’s GPT-3 across various zero-shot 

downstream tasks and even surpasses it in code generation tasks 
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Methodology (5/8): Adversarial Attacks

TextFooler

● Adversarial examples generation approach for text data.
● “Is BERT Really Robust? A Strong Baseline for Natural Language Attack on Text Classification and 

Entailment” (Di Jin et al. ,2019)
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Methodology (6/8): Adversarial Attacks

Input: The words are placed in incredibly forced situations, becomes completely divorced from reality.

Output: The words are crafted within unrealistically engineered circumstances, is entirely detached from reality.
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Methodology (7/8): Adversarial Attacks

Bert-Attack

● Adversarial examples generation approach using Bert.
● “BERT-ATTACK: Adversarial Attack Against BERT Using BERT”, (Linyang Li. , 2020)
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Methodology (8/8): Adversarial Attacks

1/ Finding Vulnerable Words

• Select words in the sequence which have a high 
significance influence on the final output logit (o)

• Word Importance:

2/ Word Replacement via BERT

Iteratively replace the words in list one by one to find 
perturbations that can mislead the target model.
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Experiments (1/4): Datasets

Table : Summary of Datasets Used.

Assess the performance of transformers across 
different languages, expanding beyond the 
conventional English-focused evaluations
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Experiments (2/4): Experimental Setup

● Google Colab Pro 
● Pytorch
● Hugging Face transformers

Table 2: Hyperparameters used for Training



Experiments (3/4): Evaluation Metrics

Classification task evaluation:

● Accuracy

● Precision

● Recall

● F1-Score

Adversarial attacks evaluation:

● Number of successful attacks

● Accuracy under attack

● Average perturbed words (%)

● Average number of queries
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Experiments (4/4): GUI Implementation

The Streamlit library is employed to create a user-friendly 
interface for visualizing and analyzing experimental results
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Results (1/5): Assessing Performance
Table 3: Evaluation Results. 
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Results (1/5): Assessing Performance
Table 3: Evaluation Results. 
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Results (1/5): Assessing Performance
Table 3: Evaluation Results. 
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Results (1/5): Assessing Performance
Table 3: Evaluation Results. 
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Results (1/5): Assessing Performance
Table 3: Evaluation Results. 
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Results (2/5): Evaluating Robustness

Table 4: Results of the Kaggle dataset attack utilizing DistilBERT. 
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Results (2/5): Evaluating Robustness

Table 4: Results of the Kaggle dataset attack utilizing DistilBERT. 
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Results (3/5): Adversarial Examples

Table 5: Adversarial Examples of different attacks
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Results (4/5): Interactive Interface 
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Results (5/5): Interactive Interface 



2023-08-21 38

Discussion (1/3): Dataset Variability

•Performance variation across datasets indicates dataset 
characteristics affect model performance significantly.

•The language factor plays a crucial role in a model's generalization 
and performance on a particular dataset.

•Transformer architecture advancements have been primarily tested 
and reported on high-resource languages like English (Kaggle 
dataset).

•Dataset size is another important factor to consider; the FNCS 
dataset with only 1248 items led to decreased model performance.
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Discussion (2/3): Trade-off between Precision and Recall

• Variations in F1 scores on the CHECKED dataset suggest 
potential trade-offs between precision and recall. 

• XLNet achieves high precision and recall.
 
• BERT and DistilBERT strike a slightly different balance, 

leading to slightly higher F1 scores.
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Discussion (3/3): The Impact of Adversarial Attacks

• DistilBERT is among the best-performing models. However, the results 
expose its vulnerability to adversarial attacks.

 
• When subjected to TextFooler and BAE attacks, the model's accuracy 

significantly decreases. 

• These findings highlight the importance of addressing DistilBERT's 
susceptibility to adversarial examples to ensure its reliability and 
robustness in real-world scenarios.
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Conclusion and Future Work

42

• Transformers' accuracy vulnerable to adversarial attacks.
• Language of training datasets impacts Transformers' performance.
• Comparative evaluation of models and attack techniques.
• Interface developed for visualizing experimental results.
• Need for reliable detection methods against fake news. 

Future research: 

➢ Investigating models' resilience. 
➢ Identifying vulnerabilities. 
➢ Implementation of adversarial training for protection.
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